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Introduction

Merger and acquisition activity has reached record levels as corporations look for new ways to quickly reinvent their
businesses and remain competitive in a constantly changing business landscape. Businesses often choose to go the route of

a merger or acquisition for the following reasons:

* Quickly streamline overall operations

* Immediately acquire a new skill set/intellectual property

* Rapidly enter a new market
* Quickly acquire alarge or diverse customer base

All of these business drivers carry the same thread - the need for speed. There is a reason a business has decided not to

grow from within, as the resultant delays could cause them fo miss financial targets and market opportunities.

A Delicate Problem

One of the most critical success factors for an M&A event
is rapid integration between companies to maximize the
Return on Investment (ROI) and ensure that employees
remain motivated and productive in a time of disruption.
Key employees need to be brought into the fold of the new
corporation before they start to feel disenfranchised and
possibly begin pursuing other opportunities. Therefore, both
short and long-term solutions are needed to quickly and
securely connect employees to corporate assets so they
remain productive and know they have been accepted
into the structure of the new corporation.

“Virtela implements holistic
solutions...Without the
need to overhaul existing
infrastructure.”

Divestitures are similar to M&As in that quick completion is a
critical measure of success. In a divestiture situation, it is likely
that the asset being divested is a particular

department or subsidiary of a corporation that is
infertwined with the parent company’s facilities and IT
infrastructure. Employees that are going to be divested
may be sharing the same LAN segment as employees

that will be retained and therefore require granular

access privileges to be maintained. Once the divestiture is
announced, these employees would need to be restricted
from certain corporate applications, since they would

then be considered “untrusted” users by the divesting
entity. However, they still may be afforded certain access
privileges so they can remain operational until they are
completely spun off from the parent corporation.

A Holistic Solution

Virtela's Network Opftimization for Mergers, Acquisitions,
and Divestitures (NOMAD) solution addresses these business
challenges. Integrating a combination of technologies,
including remote access SSL VPNs, site to site VPN, firewalls,
infrusion prevention services, WAN acceleration and
Network Access Control (NAC). Virtela implements holistic
solutions, capable of providing network extension and
segmentation that is customizable based on a business
location’s population and requirements - without the

need to overhaul existing infrastructure. These services are
available from Virtela Regional Policy Centers located
worldwide as well as from the customer premises.

Expedite your M&A or divestiture timeline

Virtela's NOMAD solution provides connectivity and security
designed to rapidly take you through the M&A or divestiture
network infegration timeline so you can accomplish

your ROI goals more quickly. We begin with providing a
managed collaborative extranet for all parties involved in
the initial decision process to securely access and share
documents. Once the decision is announced, connectivity
can be enabled (M&A) or disabled (divestiture) within hours.
Virtela’'s Managed SSL VPN Remote Access solution can

be used short ferm to get acquired sites and employees
securely connected or, in a divestiture situation to deny
access to divested employees via granular access controls.
Corporations can deploy an SSL VPN solution for remote
teleworkers that can then be expanded within hours to
provide access for new employees over existing Internet
access. This provides a short-term solution for employees at
acquired locations to immediately gain access to corporate
applications until a site-fo-site VPN can be put in place. A
meet-me IP VPN can be setup within a week’s timeframe
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leveraging existing Internet access, providing a medium
term connectivity solution until MPLS connectivity can be
established.

“...you only pay for what
you need when you
need it vs. paying for full
capacity all the time.”

Virtela's NOMAD solution provides a secure, expedient

way to bring large numbers of new users into the fold of a
corporation over existing Internet access once a merger is
announced. When permanent connectivity between the
acquired location and the acquiring company is established
via site-to-site VPNs, the remote access infrastructure can
be disabled and then re-enabled when the next acquisition
takes place. Virtela provides flexible capacity upgrade
options so you only pay for what you need when you need
it vs. paying for full capacity all the time. In addition, Virtela
offers firewall and intrusion prevention services for protection
against malicious behavior, Network Access Controls

for granular policy enforcement down to the individual

end user level, and WAN acceleration for application
performance optimization in the event a newly acquired
location is particularly challenged in ferms of infrastructure.
These services are all available from Virtela's Regional

Policy Centers (RPCs) as either dedicated or “cloud based”
virtualized services. Virtela's NOMAD solution includes:

1) Rapid Deployment: Acquired employees can be
connected to corporate applications within hours of the
announcement of the acquisition. Longer-term solutions
can then be engineered and end users fransitioned.

2) High Level Security: By routing via MPLS and encrypted
tunnels, limiting access with firewalls and peering deep
into each packet with IPS, connectivity is tightly secured.

3) Simplified Architecture: Virtela's Regional Policy Centers
ease network management and connectivity burdens.
RPCs enable exceptional efficiencies for network and
security solutions while providing connectivity to over 250
access vendors for worldwide service availability.

4) Flexible Circuits: Virtela's NOMAD services can leverage
existing WAN infrastructure, creating a logical and
encrypted overlay network.

IT and the M&A Process

Secure Information Sharing

Corporations spend a lof of time and resources pouring
over financial information, strategic plans, contracts, and
other sensitive information when choosing acquisition
targets. External parties are generally involved in the
decision making process as well as the execution — lawyers,
consultants, financial backers, researchers, efc., are
required to share information during this process.

Executives require a secure means of exchanging this
highly sensitive information, necessitating strict access
controls and scrutinization of employees attempting fo gain
access. In addition, decision-making executives are likely
to need access off premises, possibly spending weeks af
the M & A target’s offices. They also need a way to access
corporate applications remotely from non-corporate
locations like hotels and partner locations, without being
blocked by firewalls.

Virtela’s NOMAD solutions provide the answer for secure
information sharing between corporate employees as
well as partners. File shares and specific applications

can be setup with restrictions so that only particular user
communities can have access. In addition, non-corporate
users can be securely setup via extranets, with further
granular access controls, allowing them access to limited
subsets of information. End user attribute checking

ensures that only users with desktop firewalls enabled or
current antivirus signatures may access resources, ensuring
that malware from partner machines cannot traverse

the network.

Rapid response

Confidentiality of M&A arrangements means that the IT
department does not have any lead fime to prepare for
consolidation. Once the deal is announced, the IT staff is
under the gun to consolidate operations.

Virtela's NOMAD solutions rapidly scale to accommodate
the resultant influx of new users. Corporations heavily
involved in acquiring other corporations can initially deploy
Virtela's NOMAD solutions for their existing employees to

use forremote access needs, and then leverage this same
infrastructure to accommodate new acquisitions as they
occur. Virtela provides creative solutions that scale capacity
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dynamically -- within hours, without having to over-engineer
the network. Capacity can be scaled up for short-term M&A
needs, scaled down after activities subside and updated
services levels are accomodated, then scaled up again to
support the next acquisition. This allows an organization to
only pay for what is needed when they need it vs. having
spare capacity sit unused.

Skilled Resources to Complement your IT Staff

After a merger event the IT staff is faced with the added
work load of consolidating disparate, geographically
diverse applications and networks while maintaining their
standard day fo day activities. Hiring additional personnel
is not always possible since one of the goals of the
consolidation is achieving greater efficiencies.

A managed solution can remove the burden of integrating
new users from the IT staff. Virtela's solutions are backed

by a 24x7 technical support team consisting of highly
experienced personnel resident in geographically diverse
Global Operations Centers (GOCs) located in Mumbai,
India and Denver, CO. We have developed a support
system that provides highly technical expertise available
upon the first call, so issues are resolved quickly. In addition,
the majority of Virtela's support personnel have Master's
degrees in technical fields. Furthermore, Virtela provides
direct end user support for IT helpdesks, either directly, or
through a warm handoff, to complement their existing staff.
Virtela also provides fraining packages for the IT helpdesk.

Taming the Technology

In the event downsizing occurs as a result of the M&A
activity, IT managers may be faced with taking over
networks they are not familiar with and noft certified

to manage. Documentation is often non-existent or
indecipherable, and depending on the nature and
immediacy of the downsizing, a transition period that
includes training may not be possible. In addition, it would
require at least three people with the appropriate level of
expertise to accommodate 24x7 support.

Virtela's staff is made up of highly frained individuals with
expertise managing all major remote access, network and
LAN connectivity, and security devices. Corporations that
partner with Virtela can be assured that their staff is fully
equipped to take on a variety of new vendors.

New Geography

Sometimes a M&A event results in the addition of
international locations that need to be assimilated into

the nefwork. Each new international location comes with
its own way of conducting business, new access and
equipment vendors, and different hours of operation. In
addition, connectivity to these new locations often requires
a new access vendor relationship. Language challenges,
contractual negofiations, and billing and payment
processes can pose major challenges. Virtela's solutions
and Policy Centers are global in scope and include access
to over 250 access vendors, for worldwide coverage. IT
managers can immediately leverage Virtela's 24x7 Global
Operations Centers to fulfill around the clock support
requirements.

Divestiture Support

Virtela's NOMAD Solution also provides an infrastructure

to accommodate the changing environment that occurs
when a portion of a corporation is divested. In a divestiture,
part of a corporation is in the process of transitioning users
from trusted to untrusted status once the divestiture is
complete. This creates a situation where affected users
may be sharing LAN segments with users that are not going
to be divested. During a transition period this could last for
weeks or months. Virtela’s NOMAD solution offers granular
Network Access Conftrols, allowing access privileges to be
modified down to individual users on the LAN. This allows
employees from the divested entity to remain functional
and access only what is absolutely necessary until they

are part of a stand-alone entity with their own office and
communications infrastructure.

“Virtela provides creative
solutions that scale
capacity dynamically --
within 24 hours ...”
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Virtela’s NOMAD Solution Components - A Phased Approach

Virtela's solutions support corporations through the entire progression of an acquisition or divestiture in order to maximize
productivity during the fransition. Virtela NOMAD solution consists of a powerful suite of infegrated services which include
fully managed remote access, network connectivity, and security solutions. All services are available globally and are
bundled under an umbrella of 24x7 monitoring, management, froubleshooting, and reporting.

Virtela’s Secure Merger & Acquisition Rapid Progression Model

Corporate
application access
available for all
employees of
combined companies

Site to Site IP VPN
Connectivity between
acquired office and

MPLS Connectivity
M&A

Pre- M&A Announced
Collaborative

Extranet

48 Hours

SSL VPN
Capacity Expansion

Managed Firewall,
Intrusion Prevention

Network Access
Control

corporate

Meet-Me VPN, |
WAN Acceleration |

Managed Firewall
Intrusion Prevention,
Vulnerability Scanning |

Netw;rk Access
Control

between acquired office
and corporate

4 - 6 Weeks

MPLS VPN,
WAN Acceleration

Managed Firewall
& Intrusion
Prevention

Network Access
Control

Virtela Regional Policy Centers (RPCs)

Virtela's RPCs are a focal point for service creation

and global accessibility. Each RPC is interconnected to
multiple Tier 1 ISPs that vary region-by-region for maximum
inferconnectivity and diversity. RPCs can be connected
directly to a customer's existing MPLS infrastructure making
the RPC look like a node on the customer’s existing WAN.
All Virtela RPCs are fully meshed with one another via the
Virtela multi-carrier MPLS core for added resiliency.

SSL VPN s for Secure and Remote Collaboration

SSL VPN access is particularly attractive for user-based
access, as it individually authenticates each user,
recognizing specific permissions of that user with the ability
to provide connectivity to specific resources. SSL VPNs do
not require a pre-installed client or end user configuration,

so they can be rapidly deployed to begin acquisition efforts.

Partners can be granted access to specific resources in

specific collaboration efforts. In addition, Virtela’s SSL VPN
solution performs end user attribute checks, so user systems
are verified as compliant with accepted security standards
before being granted access.

Managed IPSEC/MPLS VPNs

IPSEC and MPLS VPN's are best suited for site-to-site

trusted connections. Through Virtela's unique multi-vendor
network backbone, connectivity is available over a

global consortium of network providers and is seamlessly
assembled through Virtela's global Regional Policy Centers
(RPCs). Meet-me VPNs are provided by leveraging existing
Internet access with the addition of an IPSec VPN between
a corporate location and the nearest RPC. MPLS tunnels are
generally used from the RPC to forward the traffic on to its
final destination. The result is logically isolated, global access
to acquired or divested resources.
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WAN Acceleration and Optimization

As corporations acquire new remote locations around the
world to gain competitive advantages in manufacturing,
development, or support of their products, the sharing

of information with these remote locations can bring its
own challenges. When people share information over the
LAN, the expectations are that the applications provide
information in fractions of a second and files can be shared
easily among co-workers. This expectation carries over fo
the WAN environment, and when co-workers need to share
an excel file or FTP a file from the Headquarters o a remote
manufacturing facility, the application delays or latency
over the connection can significantly impact usability. These
delays, impacted by inefficient application protocols, large
files sizes, or very high latency, can become prohibitive to
gefting work accomplished. Virtela's Accelerated WAN
Service can address issues ranging from simple CIFS based
file sharing fo data compression or even custom application
protocols. Virtela's service is designed fo work closely with
the customer to identify the problems and resolve the
application issues with the appropriate solution.

Network Access Control (NAC)

Network Access Control provides the ability to granularly
set access privileges on a per user basis with the ability to
turn off access or restrict access fo certain resources based
on specific end user attributes. This is critical in a M&A

and divestiture environment where users are transitioning
between trusted and untrusted status. NAC provides the
ability for employees to remain productive during the
fransition, without compromising corporate security in the
process. Authentication, authorization, integrity validation,
and ongoing enforcement make up Virtela's NAC
capabilities, designed to provide enforcement for LAN users
as well as remote access users.

Managed IPS and Firewalls

Firewalls establish encrypted connectivity between
acquired and divested resources, as well as ensure granular
restrictions of the availability of select resources and
applications. Intrusion prevention systems (IPS) help to further
ensure resource protection through a deep inspection of all
passing fraffic. Virtela's IPS services eliminate virus, worm or
tfrojan (VWT) attacks while recognizing and blocking fraffic
exhibiting behavior to exploit known vulnerabilities. IPS and
firewall services should be deployed in conjunction with
each other fo selectively examine and restrict all

traffic participating in the merger, acquisition, and
divestiture process.

Summary

Virtela's solutions are designed to provide IT managers with
the network connectivity, security, and support needed

to be able fo support a major business restructuring event
quickly and seamlessly so that overall corporate goals

can be reached as quickly as possible. Virtela has been
providing solutfions for customer merger, acquisition, and
divestiture activities for multinational corporations for over
seven years and extends best practices learned to all
customer engagements.

About Virtela

Virtela Communications Inc. delivers award-winning network
and security solutions to many of the world’s largest and
fastest-growing mulfinational companies. Currently serving
customers across six contfinents, Virtela's network reach
spans more than 190 countries. Virtela's unique Global
Service FabricSM offers the foundation for delivering

critical applications via the company’s acclaimed service
methodology, with a services suite that includes IP-based
virtual private networks (VPNs), security services, Voice over
IP, Video over IP, and network consulfing services.

Virtela is headquartered in Denver, Colorado, with a second
Network Operations Cenfer in Mumbai, India. Virtela is a
member of Juniper Networks (Nasdag: JNPR) Managed
Network Solutions Preferred Alliance Program. For more
information, please call +1 (720) 475-4000 or visit
www.virtela.net.
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